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Verification Research ab Princeton

(A very brief overview)
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GRAND (VERIFICATION) CHALLENGES

Verifying numerical limits
on declared nuclear warheads

Monitoring ongoing activities
at military nuclear sites

Monitoring
nuclear warheads
in storage

Confirming completeness of baseline
declarations using nuclear archaeology methods

Establishing confidence in the absence
of undeclared stocks or production

Confirming the authenticity of nuclear
warheads (upon dismantlement)




HOW NOT TO GIVE AWAY A SECRET

CONTINUE IMPROVING TECHNOLOGIES AND APPROACHES

Work on information barriers with a particular focus on certification and authentication;
in particular, identify joint hardware and software development platforms
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EXAMPLE #1

Zero-khowledqe Verification



SUPERHEATED DROPLET DETECTORS MAY OFFER
A WAY TO IMPLEMENT SECURE INSPECTIONS

BY AVOIDING DETECTOR-SIDE ELECTRONICS

Superheated C-318 fluorocarbon (C4Fs)
droplets suspended in aqueous gel

Tailor-made by d’Errico Research Group, Yale University

Sensitive to neutrons with En > Emin
Designed to be insensitive to y-radiation

Active volume .......... : 6.0cm3
Droplet density ......... : 3500 cm-3
Droplet diameter ...... : ~100 ym

Absolute Efficiency ...: 4 x 10-%
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/ERO-KNOWLEDGE NEUTRON RADIOGRAPRHY
WITH PRELOADED, NON-ELECTRONIC (BUBBLE) DETECTORS

Detector array (each pixel corresponds to one bubble detector)

Radiograph o
‘ (never measured) ‘ bvalld Item

0 +10 +20 -20 - — — 0
[cm] [cm] [cm]

@ Small deviations from Nyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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/ERO-KNOWLEDGE NEUTRON RADIOGRAPRHY
(EXCALIBUR @ PPPL)
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EXAMPLE #2

Inspection Systems based on Gamma Signatures



INFORMATION BARRIER EXPERIMENTAL (IBX)
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"SIMPLICITY THROUGH OBSOLESCENCE"

(STANDARD SODIUM-IODIDE DETECTOR & 12-BIN TEMPLATE)

// . e i

M. Kiitt and A. Glaser, PLOS ONE, October 2019, doi.org/10.1371/journal.pone.0224149
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Toward Remote & Virtual
Inspections




FROM ONSITE TO REMOTE INSPECTIONS

PROS & CONS OF ONSITE INSPECTIONS

Onsite inspections remain the “gold standard” for IAEA safeguards
and nuclear arms-control verification

Inspections tend to be costly and are often considered intrusive,
especially in the arms-control context
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FINDINGS FROM A 2021 NATIONAL ACADEMIES STUDY

The National Academies of
SCIENCES - ENGINEERING - MEDICINE

CONSENSUS STUDY REPORT

3.4 MDV FOR ARMS CONTROL
3.4.1 Capability Needs

Nuclear Proliferation : : _
and Arms Control Treaties that include weapons in storage or weapons

Monltorm{g‘?"__.tectlon desianed for shorter-ranae deliver °MS are

A I\IA'I'IONAL s" TY PRIORITY

INI'ERIM REPOR‘I'
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EXAMPLE #3

Robokic IV\SF’QC&OMS



ROBOTIC INSPECTIONS

THE IDEA IS NOT NEW

The ROBIN provides a potential tool that ... allows the inspector to collect data

inside a facility without actually entering that facility ... [and] limits the potential
disclosure of sensitive technology.”

Frank F. Dean, ROBIN: A Way to Collect In-Plant Safeguards Data with Minimal Inspector Access,
ROBIN) = T80 SAND82-1588C, Sandia National Laboratories, Albuquerque, New Mexico, 1982
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SAFEGUARDS & ARMS CONTROL

POSSIBLE APPLICATIONS IN NUCLEAR SAFEGUARDS

Confirming the absence of undeclared activities in
gas-centrifuge enrichment plants

« Detecting hidden feed & withdrawal stations in cascade areas
« Monitoring (declared) feed & withdrawal areas in the plant
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EXPERIMENTAL CALIBRATION

1500
®  Experiment
—— MCNP
\(total) = = == |nverse-square
& 1000
=
(=
=
S
S
&
o 900 |
(m]
0
3.0
2 2.8 |
S 2.6+
8
S 24}
c
e
e 22 1§
20 L l l l |
2 3 4 5 6 7 8

Standoff distance [m]

E. Lepowsky and A. Glaser, Remote & Virtual Inspections, Lawrence Livermore National Laboratory, California, October 2022



SPECTRAL SENSITIVITY
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DIRECTIONAL SENSITIVITY
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REDUCING SYSTEMATIC ERROR
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STATISTICAL UNCERTAINTY PROPAGATION
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Uncertainty is analytically propagated from the counting statistics to the directional estimate

Doubling the detectors yields the expected v2 improvement
Directional uncertainty of order unity is achievable for high count rates with low background
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Searching for a Source

(when there is not supposed to be one)




PARTICLE FILTER

FOR SOURCE LOCALIZATION
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ONGOING & FUTURE WORK

CHARACTERIZING THE NEW 6-DETECTOR SYSTEMS

Rotating Acquisition
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ONGOING & FUTURE WORK

EXPERIMENTAL DEMONSTRATION OF SIX-DETECTOR SYSTEMS

Implement the cosine model for “finding” a source with/without reflection and with/without
the particle filter at PPPL; search for a source; measure application-relevant sources

PATH PLANNING, SEARCH STRATEGIES, AND SOURCE LOCALIZATION
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NOTIONAL ARMS-CONTROL SCENARIO

TEMPLATE-MATCHING IN A STORAGE FACILITY

L N
Can we confirm that the neutron field :
in a storage facility has remained unchanged <
between inspections... o

®

®

Item removed from
" reference configuration

Count rate [cps]

40 60 80 100 120 140 160

Distance travelled along path [m]
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EXAMPLE #4

Virtual Inspections



N
=

.

Can we remotely follow
certain (allowed) activities
that the host performs ?




VIDEO BROADCAST

KEY REQUIREMENTS

SECURITY & PRIVACY

How to follow relevant activities without also capturing additional information
that is considered sensitive but irrelevant for the task at at hand?
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EVENT-BASED VISION

FEATURES

« Extremely low bandwidth, no redundant data

« Very low power consumption (~ 100 mW)

« Asynchronous, fast data acquisition (us-scale)

« High-dynamic range (> 120 dB)

» Sensitive to relative changes, not absolute values
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‘NOTHING TO SEE HERE"

EVENT-BASED VISION FOR INTRINSIC INFORMATION SECURITY

“Secret” information visible at inspected site

Event-based camera
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EXAMPLE #8

Virktual Qe&ii&»j



VIRTUAL REALITY

AS A TOOL FOR THE JOINT DEVELOPMENT OF NEW VERIFICATION APPROACHES

THE ORIGINAL |IDEA

Create open and flexible virtual environments to explore new
verification concepts and approaches
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Demonstration of earlier project at the UN, Geneva

on the margins of a meeting of the Group.of Governmental Experts on
nuclear disarmament verification; Palais des Nations, May 2018







SUMMARY AND QUTLOOK

(IN LIEU OF CONCLUSIONS)

PERSISTENT AND EMERGING VERIFICATION CHALLENGES

25 years of research and development have not (yet) produced
the technologies needed to verify future arms-control agreements

Remote and virtual inspection techniques could play an important role
In future arms-control verification and safeguards
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