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+0)%&+1%. Arms control agreements between the United States and Russia 
negotiated after the end of the Cold War have imposed limits on the number of 
deployed strategic nuclear weapons. It is widely believed that future arms control 
agreements, either bilateral or multilateral, would place limits on all weapons in 
the stockpiles, including those in storage or slated for dismantlement, so that the 
gap between existing weapons and those captured by arms control regimes can 
be closed. Veri!cation of such “all-warhead” agreements is likely to face some 
fundamentally new and complex veri!cation challenges. This chapter examines 
three types of monitoring regimes that could be used to verify such agreements: the 
absence regime, the limited-access regime, and the con!rmation regime. These re-
gimes can build on each other, and they can be gradually phased in. While research 
and development on advanced veri!cation technologies continues, all-warhead 
agreements could initially be veri!ed using absence or limited-access regimes, 
where technology gaps are small.
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Introduction

Arms control agreements between the United States and Russia negotiated 
after the end of the Cold War have imposed limits on the number of deployed 
strategic nuclear weapons. It is widely believed that future arms control agree-
ments, either bilateral or multilateral, would place limits on all weapons in the 
stockpiles, including those in storage or slated for dismantlement, so that the 
gap between existing weapons and those captured by arms control regimes can 
be closed. 1 Veri!cation of such “all-warhead” agreements are likely to face some 
fundamentally new and complex challenges and may require new veri!cation 
technologies and approaches to nuclear inspections.

This chapter proposes and examines three different monitoring regimes 
that could be used to verify nuclear disarmament. This discussion is pre-
ceded by a brief review of technologies and approaches that are most rele-
vant for these efforts.

The veri!cation regimes discussed here are all based on the premise that the 
parties make declarations as part of the agreement. These would typically in-
clude baseline declarations made at the outset followed by regular updates, data 
exchanges, and noti!cations. 2 Fundamentally, such a framework is aimed at 
con!rming treaty compliance at declared sites and, as always, there remains the 
possibility that undeclared items exist at undeclared sites. While onsite inspec-
tion regimes may also provide some con!dence in the absence of undeclared 
sites, other monitoring approaches may have to be used to adequately address 
this concern. These approaches are not part of the discussion below but are 
addressed elsewhere in this report.

What are the main non-compliance scenarios that can be addressed with 
onsite inspections conducted as part of a disarmament veri!cation regime? A 
major objective is to deter and detect non-compliance at declared sites where 
veri!cation activities take place. This can include the presence of undeclared 
items “hidden in plain sight” but"– as we will see"– this strategy is risky for a 
non-compliant state even for the most basic veri!cation regime. The more 
robust a regime with onsite inspections becomes, the more likely a non-com-
pliant party would have to consider undeclared sites for prohibited activities 
including, for example, storage of undeclared items. Ideally, any regime should 
therefore also allow challenge inspections elsewhere. One of the most stringent 



37

!"#$%"&$#' &('$!() *"& +,,--+&.(+/ +'&((!(#%)

inspection regimes would be one that includes the veri!ed dismantlement of 
nuclear weapons. This is introduced as the con!rmation regime below. It is 
important to recognize, however, that such a regime only becomes relevant 
and worthwhile as part of a comprehensive veri!cation framework that tracks 
nuclear warheads from deployment through dismantlement and has strong 
provisions in place to also address concerns about potential undeclared sites. 
Warhead dismantlement veri!cation is not particularly meaningful when other 
aspects of the weapons complex remain shrouded in secrecy. As such, it is nat-
ural to consider simple, non-intrusive veri!cation regimes !rst and to phase-in 
additional elements over time as the parties seek additional con!dence in the 
correctness and completeness of declared warhead inventories.

Technologies and Approaches
Veri!cation of nuclear arms control agreements can bene!t from decades of 
experience with nuclear safeguards, primarily developed to support the work 
of the International Atomic Energy Agency. 3 Nuclear safeguards are applied to 
nuclear materials in the civilian nuclear fuel cycle; in contrast, nuclear arms 
control inspections are typically conducted at military sites and deal with sen-
sitive items. Unsurprisingly, some veri!cation technologies and concepts can 
be directly adopted from the safeguards world; for others, however, there is no 
relevant prior experience. These are often the areas where the most signi!cant 
technology gaps exist and where no clear consensus on adequate veri!cation 
approaches has so far been reached.

Unique identi!ers (tags) and seals

Tags and seals are a workhorse of the IAEA safeguards system, and they have 
also been used for arms control veri!cation purposes. As part of a monitoring 
regime, tags and seals are often used in conjunction, but they generally serve 
different purposes. A tag is “a device, or an applied or intrinsic feature, used to 
uniquely identify an object or container.” 4 Simple tags (such as serial numbers) 
can serve as inventory devices when no adversary is present. Tags used for 
veri!cation purposes are typically “security tags” that have tamper-indicating 
features and are dif!cult to replicate or counterfeit. A seal is “a tamper-in-
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dicating device designed to leave non-erasable, unambiguous evidence of 
unauthorized access or entry.” 5 Unlike locks, seals are not necessarily meant 
to prevent or resist access; they only record that access has taken place since 
the seal was applied.

The costs of a tag or seal can be anywhere between a few cents and thousands 
of dollars per unit. Regardless, every tag or seal can be defeated given the rele-
vant expertise and with suf!cient time and resources. 6 In general, the choice for 
the “right” type of tag or seal depends on the particular use case. For example, 
a low-cost seal offering medium security may be considered appropriate when 
used for hundreds of containers with small quantities of low-interest material. 
In a nuclear-warhead monitoring regime, however, much higher security stan-
dards are likely to apply.

While overall receiving relatively attention as part of international R&D efforts, 
some experts have warned about the vulnerabilities of tags and seals and have 
produced extensive lists of possible attack strategies. 7 In this context, defeating 
a seal often means opening and resealing the seal, presumably after having 
tampered with the content of the container; defeating a tag often means lifting 
the tag and applying it to another item or container. It may be possible to 
successfully duplicate tags or seals, either by replication or counterfeiting, in 
which case both become useless. Sabotage, often using standard misdirection 
techniques, 8 is another important class of attack. Typically, sabotage is most 
effective during application or readout of the tag or seal. 9 More generally, an 
adversary can also seek to sabotage the entire process, for example by delib-
erately designing hidden vulnerabilities into a tag or seal technology. These 
backdoor and many other types of attacks on tags and seals require direct ac-
cess to the items (containers) that are being monitored. One important strategy 
to prevent such attacks is to monitor the tag or seal itself, for example, using 
surveillance cameras; 10 in this case, the adversary needs to compromise two 
distinct technologies at the same time. Tags and seals will play an important 
role in two of the three monitoring scenarios examined below. While research 
and development on tags and seals continues, future nuclear arms control ap-
plications could bene!t signi!cantly from state-of-the-art technologies using, 
for example, concepts from modern cryptography for electronic tags and recent 
advances in using physically unclonable functions for security applications.
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Chain of custody technologies

In nuclear safeguards and veri!cation, chain of custody is “the process whereby 
measures are taken to ensure that an accountable item is not substituted or di-
verted while held under control.” 11 The terms “chain of custody” and “continui-
ty of knowledge” are sometimes used interchangeably; more precisely, however, 
chain of custody is a process whereas continuity of knowledge is an outcome. 12 
In general, when an item enters a monitoring regime with a con!rmation 
measurement (“initialization”) and chain-of-custody methods are effectively 
applied, continuity of knowledge can be established and maintained, and addi-
tional con!rmation measurements may not be deemed necessary. The objective 
is to sustain continuity of knowledge over longer periods of time, as the sealed 
item may be handled by the host and move from one site to another, while 
inspectors are not present at the site. In practice, interruptions in the continuity 
of knowledge will occasionally occur, in which case the baseline knowledge 
needs to be reestablished to reconstruct the missing information.

In addition to tags and seals, discussed in the previous section, prominent 
chain-of-custody technologies include tamper-indicating enclosures and sur-
veillance equipment. Portal monitors can also be deployed and used as a chain 
of custody technology.

Tamper-indicating enclosures. Seals serve as tamper-indicating devices, but they 
cannot preclude the possibility that an adversary bypasses the seal altogether, 
for example, by cutting or drilling through the side of a container while its 
sealed lid remains intact. A tamper-indicating enclosure (TIE) seeks to address 
this scenario by providing the means to ensure the integrity of a physical space 
or volume. Tamper-indicating enclosures can serve as bodies for equipment, as 
enclosures for monitored items, or as entire rooms, in which items are stored. 13 
Ideally, enclosures used as part of a monitoring regime are specially designed 
to maximize robustness against tampering; as one such example, the enclosure 
of a radiation measurement system is shown below. Similarly, the interior of 
an enclosure can be continuously monitored for illicit access using a variety 
of phenomena and sensors. There are many use cases of tamper-indicating 
enclosures in nuclear disarmament veri!cation, most notably perhaps the 
possibility of storing warheads or other treaty-accountable items in containers 
that simultaneously serve as tamper-indicating enclosures. This is another area 
where additional research and development efforts are important and likely to 
make signi!cant contributions.
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Surveillance equipment. Surveillance has been traditionally based on opti-
cal systems. 14 It is most effective in storage areas where routine activities are 
infrequent and the amount of footage generated is small. The use of optical 
systems (cameras) in areas where sensitive items are handled is likely to be 
controversial and very limited at best. Since the 1990s, there have been ef-
forts to develop systems based on sensors that can detect minute changes or 
movements in a storage room without relying on visual information. These 
include, for example, the Integrated Facility Monitoring System (IFMS) and the 
Magazine Transparency System (MTS), the latter using microscopic changes in 
the magnetic !eld to detect illicit movements of containers in a storage area. 15 
In principle, numerous approaches for continuous remote monitoring based on 
a variety of sensors and technologies could be pursued. As with other technol-
ogies, establishing and maintaining trust in the sensors and the authenticity of 
the transmitted data (such as, for example, precluding replay attacks) 16 remains 
one of the main challenges.

Portal monitors. Portal monitors are widely used for security applications to de-
tect radioactive materials passing through an entrance or exit. Portal monitors 
have also been proposed as a chain-of-custody technology to support nuclear 
arms control veri!cation. 17 When deployed in pairs, one after another in a 
hallway, portal monitors could con!rm not only the passage of a (radioactive) 
treaty-accountable item but also the direction of motion into and out of a des-
ignated area, which may not have any other exits. Used in such a con!guration, 
portal monitors could therefore also play a relevant role in warhead dismantle-
ment scenarios, in which inspector access to certain areas cannot be facilitated. 
The monitors could then guarantee that the material that entered a room has 
also left that same room.

Radiation detection equipment

All !ssile materials are radioactive, and well-established technologies exist 
for detecting and characterizing plutonium and uranium, which are the key 
ingredients to make nuclear weapons. Measurement techniques can be passive 
or active, and they can seek detection of gamma or neutron radiation or both. 
Radiation detection equipment (RDE) is one of the main types of non-de-
structive analysis (NDA) 18 equipment and, given its unique role for veri!cation 
applications, it is discussed separately here.
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Gamma and neutron (gross) counting. The mere presence of radioactive material 
can be a relevant observation during an arms control inspection. Both uranium 
and plutonium emit gamma radiation (i.e., high-energy photons, typically, with 
energies in the 100–3000 keV range), which may be clearly detectable above 
the naturally occurring background. 19 A variety of very basic detectors exist to 
detect the presence and (total) intensity of gamma radiation, which includes 
for example the Geiger-Müller counter. Plutonium and some other actinides 
are also strong neutron emitters. The presence of neutrons is a more unique sig-
nature than the mere presence of (gamma) radiation, and it can in fact provide 
some con!dence in the presence of a plutonium. Neutrons can be detected 
using gas-!lled proportional counters, in which charged particle are produced 
following neutron capture. This reaction is most pronounced for very low (ther-
mal) neutron energies, and neutron detectors therefore often include a medium 
to slow down fast neutrons to appropriate energies. 20

Gamma spectroscopy. The energy of gamma radiation can be determined with 
several types of detectors. To this end, the energy of the photon is converted to 
an electrical charge, which is then collected and turned into a voltage pulse that 
scales with the energy of the original photon. 21 In the course of such a mea-
surement, a gamma spectrum can be acquired, which can be used to identify 
speci!c elements or isotopes that are present in the inspected item. Depending 
on the detector type, it may also be possible to determine additional character-
istics, such as the age of the material, based on the relative abundance of certain 
decay products. Gamma spectroscopy can also be used to generate a unique 
“!ngerprint” of an inspected item, which may encode both the mass and the 
con!guration of the item and therefore be used to con!rm the type or identity 
of a treaty-accountable item.

Attribute and template measurements. Two fundamental concepts have been 
proposed to con!rm that a treaty-accountable item such as a nuclear warhead 
is authentic: the attribute approach and the template (or template-matching) 
approach. The attribute approach examines a set of properties that are consid-
ered characteristic for nuclear weapons; this can include qualitative criteria, 
such as the mere presence of a special nuclear material (for example, the pres-
ence of plutonium), and quantitative criteria, such as meeting agreed threshold 
values for mass or isotopics (e.g. a maximum 240Pu content). In contrast, the 
template approach does not seek to determine absolute or relative attributes of 
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the inspected item; instead, it compares a unique radiation signature or “!nger-
print” against a previously recorded template generated with a reference item 
that is known or believed to be authentic.

Both attribute and template systems face some additional challenges that are 
characteristic for each approach. In the case of attribute measurements, the 
question arises what types of attributes should be selected and what the exact 
threshold values for those attributes should be. 22 In general, the more repre-
sentative the attributes (and, when applicable, their threshold values) are, the 
more robust the veri!cation approach will be; but more information about the 
inspected warhead would necessarily be revealed also. In the case of template 
measurements, qualitatively different challenges exist; these include: how 
to establish the authenticity of the template in the !rst place, how to protect 
sensitive design information that the template contains, how to account for 
differences between valid items (e.g. manufacturing tolerances, age of material) 
and how to store the template between measurements so that the inspector 
remains con!dent in its authenticity.

Information barriers. The radiation signatures acquired with both the attri-
bute and the template method are considered highly sensitive and cannot be 
revealed to an inspecting party seeking to con!rm the authenticity of a nuclear 
warhead. Primarily for this reason, warhead inspections generally involve 
complex measurement techniques and procedures. To enable such measure-
ments, the concept of the information barrier has been developed since the late 
1980s. 23 An information barrier processes the acquired radiation signatures but 
displays the outcome of the analysis in a simple pass/fail manner. There are at 
least two critical functional requirements for the barrier: First, the inspected 
party must be assured that classi!ed information is protected so that under any 
circumstances, i.e., even when the equipment is malfunctioning or operated 
incorrectly, only non-sensitive information is presented to the inspecting party 
(“certi!cation”); second, the inspecting party must be con!dent that the inspec-
tion system measures, processes, and presents the conclusion drawn from the 
data in an accurate and reproducible manner (“authentication”). Simultaneous-
ly certifying and authenticating information barriers has been the most serious 
obstacle to demonstrating the concept as a viable veri!cation technology.



43

!"#$%"&$#' &('$!() *"& +,,--+&.(+/ +'&((!(#%)

Monitoring Regimes

We consider three different monitoring regimes: the absence regime, the lim-
ited-access regime, and the con!rmation regime. This sequence of regimes is 
similar to the one proposed and discussed in Chen et al. (2016). 24 Verifying an 
“all-warhead’’ agreement could begin with an absence regime, which is relatively 
straightforward to implement and uses only technologies and approaches that 
are already being used. The limited-access regime could follow such a minimal 
regime to provide additional con!dence in treaty compliance; it would intro-
duce unique identi!ers for all treaty-accountable items. Finally, the con!rmation 
regime would further strengthen the monitoring regime by con!rming the 
authenticity of declared items and by tracking them through the dismantlement 
process. Ideally, the recovered materials would be placed under safeguards or 
eliminated to ensure a degree of irreversibility of the process. Importantly, these 
three regimes build on each other and could be gradually phased in.

Virtually all veri!cation regimes envision baseline declarations that all parties 
make at the outset. The purpose of subsequent inspections is to gain con!dence 
in the correctness and completeness of these declarations and to ensure that 
changes to them (for example, reductions in the declared inventory due to 
warhead dismantlements) are legitimate. In the following, we assume that these 
declarations exist and that the parties have agreed to relevant data exchang-
es and noti!cations.

The absence regime: con!rming numerical limits without 
access and identi!cation

The most basic approach to con!rming numerical limits as part of an “all-war-
head agreement” is to rely solely on baseline declarations followed by regular 
data exchange. No tags are needed, and no treaty-accountable items are ever 
accessed or inspected. This is essentially the approach followed by New START 
for deployed strategic nuclear weapons, but it can in principle be expanded to 
non-deployed weapons. In this case, during an onsite inspection of a site selected 
by the inspector, which can either be a site that is declared to hold treaty-ac-
countable items or not, the host gets “credit” for the number of items declared for 
that site and identi!es those items as such. These declared items will be accepted 
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as treaty-accountable items and never accessed or inspected. 25 The inspectors 
would then be allowed to con!rm that other items available at the site are in fact 
not treaty accountable. During the negotiations of the underlying agreement, 
the parties could agree on certain physical characteristics of objects that qualify 
for further inspection, such as the minimum dimensions of a storage container. 
In many cases, the host may be able to simply provide visual access to items or 
containers that have been #agged by the inspector to demonstrate that the item 
is not treaty accountable; there may be cases, however, where this approach is 
not possible or practical. In these cases, the inspector could be allowed to make 
radiation measurements to con!rm the “absence of a nuclear weapon” or, more 
speci!cally, to con!rm that a container does not contain suf!cient amounts of 
plutonium or uranium to make a nuclear weapon. In principle, this can be done 
with simple neutron or gamma (gross) count measurements.

Neutron measurements. Simple neutron detectors have been used for many 
years as part of New START to con!rm that an object is “non-nuclear.” 26 Only 
plutonium, however, emits neutrons in signi!cant quantities; uranium does 
not, and the technique can therefore not be used for uranium-only weapons or 
weapon components. Based on the experience with New START, the technolo-
gy and its use for absence measurements can be considered mature.

Gamma measurements. Relying on the detection of gamma emissions, instead 
of or as a complement to neutron emissions, could simultaneously con!rm the 
absence of both plutonium-based and uranium-based weapons, which may be 
relevant for other types of nuclear weapons or weapon components. Gamma 
radiation is more easily shielded than neutron radiation, however, which may 
require additional provisions in the inspection protocol; it still should be pos-
sible to con!rm the absence of a threshold quantity of plutonium or uranium 
within minutes, even if a shielded container is inspected. 27 Such an instrument 
has not been used for arms control veri!cation purposes to date, but the tech-
nology itself is straightforward and easily deployable in the !eld.

In a veri!cation regime based on absence measurements, no weapons should ever 
be part of an inspection, and safety and security concerns would therefore be dra-
matically reduced. Information barriers, if needed at all, could be relatively simple. 28
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The odds of evading detection when hiding “in plain sight.” In this notional scenario, 1000 
warheads have been declared but additional, 20–200 undeclared warheads exist at declared 
locations in the weapons complex. Inspectors are allowed to conduct twelve short-notice onsite 
inspections per year. At any given time, about 200 warheads are deployed on submarines or mobile 
missile launchers and unavailable for inspection. In this particular scenario, 20 additional warheads 
would remain undetected within the !rst year with a probability of about 85%; the odds of !nding 
a discrepancy over the same time period are about 50:50 when 100 undeclared warheads exist in 
the complex. The host is not pursuing any strategies to minimize the odds of detection other than 
minimizing the number of locations where discrepancies between the declared and the actual 
inventory exist; in particular, no attempt is made to preferably locate undeclared warheads on 
deployed platforms so that detection can be evaded. Authors’ estimates based on a model inspired 
by the analysis in Chen et al. (2016). The chart is based on 1000 simulations of each scenario.

A pure absence regime would not involve any access to treaty-accountable 
items, for example, for identi!cation purposes using unique identi!ers (tags). 
Naturally, this opens up some ambiguities. In particular, for whatever reason, 
the host could be overdeclaring the inventory, i.e., have fewer weapons in 
their arsenal than declared (the same will be true for the identi!cation regime 
discussed next). Both aspects can be considered advantageous for an initial 
monitoring regime that minimizes intrusiveness, while the parties may !nd 
some ambiguities about their own arsenals and operations preferable.

While overdeclaring the warhead inventory is not particularly problematic from 
the perspective of treaty compliance, underdeclaring the inventory clearly is 
a major concern. The question therefore arises how likely it is that undeclared 
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treaty-accountable items can be hidden in plain sight"– a scenario that will be rel-
evant for almost any monitoring regime. Such a non-compliance strategy could 
be motivated by the !nite number of routine or short-notice (challenge) inspec-
tions that the parties are allowed to conduct annually. It is reasonable to assume 
that such a strategy would not only involve a single or a few items; rather, one 
can assume that a certain minimum fraction of the declared arsenal would be 
undeclared. As the model and the !gure above illustrates, even a modest number 
of onsite inspections would have a high and probably unacceptable chance of de-
tecting discrepancies in the few-percent range within 12–24 months. Such simple 
models also highlight the importance of declarations that commit the parties to 
numbers that are facility or platform speci!c (say, the number of warheads held 
in a particular storage facility or deployed on a speci!c submarine) in order to 
make this non-compliance scenario as unappealing as possible. Concepts for pri-
vacy-preserving declarations have been proposed, which could address potential 
security concerns parties may have about revealing that information. 29

The limited-access regime: con!rming numerical limits with 
positive identi!cation

An absence measurement regime avoids access to treaty-accountable items 
altogether. Inspection activities would be focused entirely on other objects that 
are present during an inspection of a declared or undeclared site, say, on storage 
containers that are large enough to accommodate a treaty-accountable item. 
This follow-up regime can build on this simple and least-intrusive regime, but 
it would add some elements of positive identi!cation to it in order to gain addi-
tional con!dence in the correctness of the declarations made by the other party.

In the most straightforward case, unique identi!ers (tags) would be applied to 
all treaty-accountable items. Tagging treaty-accountable items with unique 
identi!ers (UIDs) transforms a numerical limit into a ban on untagged items. 30 
The identity of selected treaty-accountable items"– but not their nature"– could 
be con!rmed during onsite inspections by con!rming the integrity and the ID 
of the tag. Over time, the inspecting party would therefore develop an under-
standing of the movements of treaty-accountable items through the weapons 
complex of the other party. Based on these movements, the inspecting party 
would gain some con!dence in the fact that the monitored item is in fact a 
nuclear weapon, i.e., the “provenance” of the item could gradually be estab-
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lished; 31 on the other hand, the host party may be concerned about revealing 
sensitive operational and other details (such as maintenance schedules), but 
some techniques may be available to mask some of the data. It may well be that 
a limited-access regime, a regime without con!rmation measurements, could 
be considered fully adequate for deep cuts in the nuclear arsenals.

Tagging treaty-accountable items may pose some challenges but none of them 
should be insurmountable even with existing veri!cation technologies and 
approaches. Warheads in storage are (or can be) containerized. These containers 
can then be tagged and sealed; ideally, containers could also serve as tamper-in-
dicating enclosures to provide additional con!dence in the integrity and nature 
of its content. The unique identi!er of the container would then “represent” 
the warhead itself, whose serial number could be reported as well. Similarly, 
it should be possible to uniquely identify gravity bombs. As discussed above, a 
wide variety of tags and seals is available to accomplish this task, and the parties 
could choose from several options balancing security, cost, and complexity. 
Monitored storage of warheads or bombs could be complemented by addi-
tional containment and surveillance methods (including, remote monitoring) 
if desired. Some of the required procedures may be complex, but all relevant 
technologies are available.

On the left: Demonstration of the B61 nuclear weapon disarming procedures. On the right: The 
Re2ective particle tag (RPT) is one of several unique identi3ers that are considered extremely 
dif3cult to duplicate or otherwise compromise. 32 It was done using a “dummy” (inert training ver-
sion) in an underground vault at Volkel Air Base in the Netherlands in June 2008. It is plausible to 
assume that an international inspector would be allowed to approach a gravity bomb close enough 
to read out a unique identi!er. Source: Author and United States Air Force.
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For deployed warheads on missiles, different approaches may have to be pur-
sued. New START currently uses unique identi!ers only for missiles (ICBMs, 
SLBMs) and heavy bombers; warheads are counted but not identi!ed. Uniquely 
identifying a deployed warhead given access restrictions may be challenging. It 
may well be that the parties agree on a simpli!ed method for these warheads, 
for example, by simply accepting serial numbers or other identi!ers provided 
by the host. Even without verifying these numbers independently during in-
spections of deployed systems, inspectors may over time gain con!dence in the 
correctness of these numbers based on overall consistency of the declarations 
over time. Occasionally, warheads may also appear in storage or during mainte-
nance where their identity may be more easily con!rmed.

Another approach supporting a limited-access regime could be the use of 
“Proximity Tags” or “Buddy Tags.” First proposed in the late 1980s, this concept 
seeks to overcome concerns about safety and intrusiveness by separating the 
tag from the treaty-accountable item itself. 33 In a tagging regime using bud-
dy tags, a party would declare a its inventory of treaty-accountable items and 
receive exactly one (unique and unclonable) tag for each. The monitored party 
would then co-locate these tags with the items. The basic idea is that, during 
a short-notice onsite inspection later on, the inspected party must be able to 
present one buddy tag for each treaty-accountable item present at the inspect-
ed site. This concept could be modi!ed to support a limited-access regime.

The con!rmation regime: warhead con!rmation and veri!ed 
dismantlement

At some point prior to dismantlement, and even if veri!cation arrangements 
seeking to con!rm numerical limits on nuclear warheads have been in place for 
extended periods of time, the inspecting party will prefer or require reassurance 
that declared warheads are authentic so that further reductions in the arsenals 
can be considered credible. Such a con!rmation regime could build on the ones 
discussed earlier (i.e., the absence regime and the limited-access regime) but 
include actual measurements on nuclear weapons. It’s the only regime where 
signi!cant technology gaps continue to exist. Even though major research and 
development efforts have been underway for over the past thirty years, no 
inspection system has been successfully demonstrated in a true inspection set-
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ting, i.e., with measurements on actual nuclear weapons and the participation 
of international inspectors, while meeting the requirements for certi!cation 
and authentication of instruments and data.

The con!rmation regime envisions measurements to con!rm the authenticity 
of declared nuclear weapons prior to dismantlement (using an attribute or tem-
plate-matching approach) and perhaps also during the “life cycle” of randomly 
selected weapons. The con!rmation regime provides the highest con!dence in 
the correctness of declared inventories and reductions. Several types of inspec-
tion systems using a variety of radiation measurement techniques have been 
proposed for con!rmation measurements. These measurements are generally 
highly intrusive, and authentication and certi!cation of information barriers 
has so far proven dif!cult.

Note that a regime that includes veri!ed dismantlement of nuclear weapons 
and places constraints on the !ssile materials recovered from them, i.e., by 
applying safeguards on these materials or by verifying their elimination or dis-
position, would provide additional opportunities for inspectors to con!rm the 
correctness and completeness of declarations. In particular, knowledge about 
the total amounts of !ssile materials produced by a country could provide con-
!dence in the fact that undeclared stockpiles of weapons do not exist. Historic 
production of plutonium and highly enriched uranium can be estimated using 
methods of nuclear archaeology. 34 These number could be reconciled as materi-
al from dismantled warheads is becoming available.

It is also worth pointing out that, over time, inspectors would be able to draw 
some conclusions about the average amounts of plutonium and uranium 
contained in dismantled weapons. 35 While the host party may generally be 
concerned about revealing this information, some early veri!cation concepts 
were based on the assumption that the aggregate quantities and average iso-
topic composition of materials “contained in a mix of several different types 
of warheads can be declassi!ed in the course of future treaty negotiations.” 36 
Such a concept could drastically simplify the veri!cation of deep cuts as con-
!rmation measurements may not be considered essential at all. This question 
has received relatively little attention as part of past and ongoing studies but 
deserves more attention.
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Conclusion and Outlook

For thirty years, international research and development efforts have sought 
to develop inspection systems that can con!rm the authenticity of a nucle-
ar weapon to support the veri!cation of future arms control treaties, which 
may include non-deployed weapons and veri!ed dismantlements. With few 
exceptions, little progress has been made toward certifying and authenticating 
such candidate systems, primarily due of security concerns associated with 
such measurements involving highly sensitive items. In this chapter, we have 
examined a different approach.

Here, we consider three basic regimes for nuclear disarmament veri!cation 
beginning with a simple regime that is straightforward to implement and only 
uses existing technologies and already established procedures. The other re-
gimes can build on this foundation and be gradually phased in as technologies 
become available and treaty parties seek to strengthen the veri!cation regime.

First, an absence measurement regime can provide a reasonable starting point 
for verifying all-warhead agreements. Here, we follow the proposition of simply 
accepting as weapons all “items declared as weapons” by the host. The tech-
nologies needed to support an absence regime are mature and already used for 
other arms control applications. In particular, Russia and the United States have 
been using neutron detectors for many years as part of New START inspections. 
In a veri!cation regime based on absence measurements, no weapons should 
ever be part of an inspection, and safety and security concerns would therefore 
be dramatically reduced.

Second, a limited-access regime with positive identi!cation of treaty-account-
able items could be phased in over time. Serial numbers or unique identi!ers 
would be used to identify declared items. Measurements on treaty-accountable 
items are still not envisioned at this stage, i.e., the authenticity of the warheads 
themselves is not con!rmed. The only new technologies required to support 
a limited-access regime are tags and seals. Containment & surveillance tech-
nologies could also play a relevant role; in particular, declared warheads or 
warhead-components in long-term storage could be monitored remotely with 
minimum efforts and interference. Again, all technologies needed to imple-
ment such a veri!cation regime are available today, and ongoing and future 
research could be focused on joint development of advanced tags and seals. It 
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is likely that the access procedures required for this regime would be the more 
dif!cult part to negotiate, and international efforts could usefully focus on 
these aspects, in particular, how to apply and read-out unique identi!ers on 
treaty-accountable items.

Third, a con!rmation regime would !nally require those instruments that 
have so far been elusive, i.e., radiation measurement systems with information 
barriers for attribute or template measurements. These systems would be used 
as part of a comprehensive veri!cation framework, which may track nuclear 
warheads from deployment through dismantlement. A con!rmation regime 
that involves veri!ed dismantlement of nuclear weapons would provide the 
highest level of assurance that reductions are real. In particular, if the !ssile 
materials that are recovered from dismantled warheads are placed under inter-
national safeguards or, better, eliminated or disposed-of, this regime would also 
provide the highest degree of irreversibility and ensure that recovered materials 
and components are not simply re-entering the weapons complex, where they 
could be used to make new weapons. While there remain technical challenges 
for warhead con!rmation measurements, more important"– and perhaps more 
dif!cult to achieve"– may be the buy-in from nuclear weapon states to seriously 
consider veri!cation approaches based on such measurements. International 
veri!cation exercises, involving both weapon and non-weapon states, are one 
way to facilitate this process.

In the meantime, warhead dismantlements are taking place without any 
veri!cation provisions. These are welcome activities, which accelerated after 
the end of the Cold War and continue to this day in some weapon states; at 
the same time, however, unveri!ed dismantlement may create ambiguities for 
future arms control agreements that limit total stockpiles of nuclear weapons. 
While efforts toward !rst bilateral or multilateral all-warhead agreements are 
underway, it should be in the interest of all parties to document these disman-
tlements in ways that inspectors will !nd credible at later times.
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